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Office of Cyber Security 
Overview 
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 Established as the Office of Cyber Security and 
Critical Infrastructure Coordination in September 
2002 
 

 Responsible for leading the State’s efforts 
regarding cyber  security readiness and critical 
infrastructure coordination 
 

Operates on the principles of collaboration and 
cooperation 
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 Cyber incidents reported by the owners and 
operators of critical infrastructure were up 
over 200% from FY 2010. 

- DHS Control Systems Security Program, 
Year in Review, October, 2011 

 

 “Cyber search engine Shodan exposes 
industrial control systems to new risks” 

- Washington Post, June 3, 2012 

 

WHAT IS HAPPENING IN 2012? 
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 Andrew James Miller was arrested for trying to sell 
access to two National Energy Research Scientific 
Computing Center supercomputers for $50,000. 

- U.S. Department of Justice, June 14, 2012 

 

 “[B]oards and senior management still are not 
exercising appropriate governance over the privacy 
and security of their digital assets.” 

- Carnegie Mellon University CyLab 2012 Report 
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WHAT IS HAPPENING IN 2012?  
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Threats and Attacks Have  
Moved from the 

Theoretical and Alleged  
to the 
Actual 
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2003 NORTHEAST BLACK OUT 

U.S.-Canada Power System Outage Task Force 

“…provided sufficient certainty to exclude the probability 
that a malicious cyber event directly caused or 
significantly contributed to the power outage events.” 

 But – 

– Indications of procedural and technical IT 
management vulnerabilities were observed in some 
facilities. 

– A failure in a software program not linked to 
malicious activity may have significantly contributed 
to the power outage. 
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BRAZILIAN BLACK OUTS 

Allegations that black outs in 2005, 2007, and 
2009 were the result of cyber intrusions. 

Notwithstanding 
speculation by security 
“experts” and reporting on 
60 Minutes, there was no 
evidence that the 
disruptions of service were 
caused by hackers. 
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AURORA PROJECT 
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STUXNET 

 Stuxnet is a Windows-specific computer worm first discovered 
in June 2010. 
 

 It is the first discovered worm that spies on and reprograms 
industrial systems. 
 

 It was specifically written to attack systems used to control and 
monitor industrial processes used in power plants, oil and gas 
refineries, factories and so on. 
 

 The worm can be used for both espionage and sabotage. 
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“Comedy of Errors Led to False  
‘Water-Pump Hack’ Report” 

 
Curran-Gardner Public Water District - Springfield, Illinois 

 

 Widely reported that a malicious cyber intrusion from an 
IP address located in Russia caused a SCADA system to 
power on and off, resulting in a water pump burnout. 

 

 A detailed analysis by ICS-CERT and the FBI found no                
evidence of a cyber intrusion into the SCADA system. 

  
 ICS-CERT deployed a fly-away team to the facility to                       

interview personnel, perform physical inspections, and 
collect  logs and artifacts for analysis. 
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 FBI investigation in 2006 disclosed a compromised computer 
within a local government, apparently to covertly use the 
computer as a distribution system for e-mails or pirated 
software. 

 The hacker operating on the Internet tapped into an 
employee’s laptop and then used an employee’s remote 
access as the point of entry and installed a virus and spyware 
on the network. 

 Administrative network also supports water treatment 
operations. 

 Potential that hackers could have changed critical systems, 
chemical levels, and operating parameters. 

 

Intrusion in a Local Government –  
Unintended Compromise? 

11 
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Critical Infrastructure 
Growing Awareness, but Uncertain Response  

“In the Dark: Crucial Industries Confront Cyberattacks” 

 -  McAfee/Center for Strategic and International Studies 

 

Survey of 200 executives of critical electricity infrastructure: 

 - Eighty-five percent had experienced network 
 infiltrations. 

 - Twenty-five percent reported daily or weekly denial-of-
 service attacks. 

 - Nearly two-thirds reported they frequently (at least 
 monthly) found malware designed for sabotage on their 
 systems. 
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Critical Infrastructure 
Growing Awareness, but Uncertain Response  

 

“The State of IT Security: A Study of Utilities and 
Energy Companies” - Q1 Labs/Ponemon Institute 

 291 IT and IT security practitioners in utilities and energy 
companies participated: 

- Seventy-one percent responded that the management 
team in their organizations does not understand or 
appreciate the value of IT security. 

- Forty-one percent indicate that their security 
operations are not proactive in managing risks 
associated with SCADA networks and critical 
infrastructure. 
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Targeting Critical Infrastructure 
“On a daily basis, the U.S. is being targeted.” 
  Sanaz Browarny 

  Chief, Intelligence and Analysis 

  Control Systems Security Program  

  U.S. Department of Homeland Security (April 2012) 

Results of 2011 ICS-CERT “fly-away“ network and  
forensics investigations: 
  7 of 17 “fly-away trips” originated as spear-phishing attacks via e-mail against 

utility personnel.  

 11 of the 17 incidents were very “sophisticated,” signaling a well-organized 
“threat actor.” 

 12 of 17 cases  the most basic type of network security for corporate and 
industrial control systems would likely have detected or fended off the attack.  
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Targeted by “Hacktivists” 
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Targeted by Terrorists 

Al-Qaeda Video Identifies "Internet Piracy," Attacks 

On Cyber Infrastructure As Important Parts Of 

Jihad 
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Spear Phishing 

 
Targeted E-Mails as a Common 

Attack Vector  
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US-CERT Statistics for 2011 
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Traditional Phishing 
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Spear Phishing -- Focus on Government 
Facilities and Contractors 

In attacks that became public on December 7, attackers created sophisticated, 
custom attacks on defense contractors and other organizations, with special e-
mails and attachments targeting specific individuals within those organizations. 
 
These attacks used a vulnerabilities known as “zero days,” which are 
vulnerabilities that were previously unknown to the developer of the software.   
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Spear Phishing -- Focus on Government 
Facilities and Contractors 
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Spear Phishing -- Focus on Industrial 
Control Systems 
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Spear Phishing -- Focus on Industrial 
Control Systems 

ICS-CERT Incident Response Summary Report – 2011 Example 
 

ICS-CERT deployed an incident response team to a bulk electric power organization 

that had been the victim of a broader spear-phishing campaign against the 

nuclear/energy sectors. 

 

• The point of entry appeared to have been an employee opening a PDF attachment 

of a spoofed industry-specific newsletter, which contained malware. 

 

• Command and control was positively identified as part of this analysis. 

 

• ICS-CERT provided indicators and mitigation strategies to this organization to 

detect further infections on their network and take appropriate defensive measures 

to combat the threat. 

 

• The recommendations given to this organization also included security 

recommended practices and mitigation techniques specific to the threat actors. 
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Spear Phishing -- Focus on Industrial 
Control Systems 
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How do we respond? 
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How do we respond? 

 

Layers of security that focus on: 
 

  People 

  Technology 

  Operations 
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Critical Infrastructure 
 and Emergency Preparedness 

 In February, OCS, Taxation and Finance, OTDA, OCFS, 
and OFT participated in the DHS National Cyber 
Security Division’s national cyber exercise,  
Cyber Storm IV. 

 Cyber Storm IV tested communications and incident 
response plans within New York in the event of a 
coordinated cyber attack against elements of the state 
government. 

 The exercise featured an ongoing series of cyber 
events, some of which resulted in physical 
consequences. 
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Critical Infrastructure  
and Emergency Preparedness 

 FEMA National Level Exercise (NLE) 2012  --  examined the 
Nation’s ability to coordinate and implement prevention, 
preparedness, response, and recovery plans and capabilities 
pertaining to a significant cyber event or a series of related 
cyber events. 

 

 NLE 2012 encompassed four exercises over a three month 
period (March – June). 

 

 OCS, in conjunction with OEM and OCT, participated in NLE 
2012 to test plans and capabilities pertaining to a cyber 
event with physical consequences. 
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Critical Infrastructure  
and Emergency Preparedness 

 OCS supports OCT in the preparation of the 
statutorily required reviews of critical 
infrastructure, including this year’s review of 
energy generating and transmission facilities. 

 

 OCS is conducting a survey of State agencies 
to identify industrial control systems 
maintained by those agencies.  
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QUESTIONS? 
 

30 
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Thank you! 
 

Karen Sorady 
Assistant Deputy Director for Cyber Programs 

Office of Cyber Security 
 

NYS Division of Homeland Security 
and Emergency Services (DHSES)  

 
Contact:  518-242-5200 

E-mail:  ksorady@dhses.ny.gov 
 




